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1 INTRODUCTION

This guide describes the requirements for a client station to access OMIE Information Systems
and the necessary steps to start using the Web environments of the Electricity Market's
Information System (hereinafter SIOM).

SIOM websites require Microsoft Internet Explorer browser and Java Plug-in for running Java
components in the browser. Likewise, it is required to access using user certificates provided by
OMIE, either on smartcard or file (software certificate) support.

For the configuration of the client station the Client Station Installer will be used to access OMIE
Information systems. Using this installer provided by OMIE, the installation process is automatic,
minimizing manual actions that need to be performed.

There are no sections on the installation of hardware and standard software components, such
as the operating system, browser, or the hardware installation of the card reader. However, the
following paragraphs outline the necessary requirements as regards versions and some setup
details for the same to ensure proper working. For the basic installation of products, you should
consult their installation or help guides.
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2 PRE-REQUISITES

2.1 Main components and versions

The main software and hardware components required for the SIOM Web Sites are the
following:

e Operating system:
o Windows 7
o Windows 8/ 8.1
o Windows 10 (recommended)
e Microsoft Internet Explorer browser
o Versions 10 and 11 (recommended), all of them for 32 bits

o Auctions Web sites allow also Internet Explorer 8 / 9

Note: Windows 8 offers two browser experiences, a touch-optimized, modern-style experience
and a classic desktop. The former is not supported by the system. Therefore, the desktop version
has to be used.

e Java Virtual Machine

The most updated information about the latest recommended and approved version of the
Virtual Machine for access to the SIOM websites is located on OMIE Public website
(www.omie.es), on section “Technical documentation” inside “Trading System”.

e Card reader (only for smartcard certificates)
e User certificate registration
e OMIE Root CA Certificate

The following sections describe in more detail these requisites and additional configuration
options.
2.1.1 Microsoft Internet Explorer browser
The Internet Explorer browser to access SIOM websites should always be the 32-bit version
(although the OS is 64 bits).
2.1.2 Screen setup
The website was designed for an optimal setup of 1280x1024 pixels and 65536 colours.
As maximum screen configuration, the following are recommended:
e Resolution 1366x768 and medium font size (125%)
e Resolution 1600x900 and medium font size (125%)

Version 2.16 GuiaConfAccesoSistemasOMIE_Eng.docx Pag. 4de 27



3 CLIENT STATION AUTOMATIC INSTALLER

Using the installer provided by OMIE, the installation process is automatic, minimizing manual
actions that need to be performed. This installer can be downloaded from OMIE Public website
(www.omie.es).

When logging into the system without any 32 bit Java version installed, the user will get a page
suggesting the execution of the installer, with a link to the specific page on the OMIE Public
website.

2
A 4

Se ha detectado que no existe ninguna version de Java de 32 bits instalada en este equipo. Por
favor descargue y ejecute el Instalador OMIE y vuelva a intentar entrar en la Web despues de
cerrar el navegador.

No installed 32 bi i been detected in this workstation. Please, download and
execute the@QMIE Automatic Installer lose your browser and try to log in the Web again.

INSTALLER

WEB INSTALLER

Download from here the OMIE Automatic Installer for an easy installation and configuration of
your workstation to access OMIE Electricity Market Website.

The installer provides the following functionality: Minimum requirements verification, optional
instaliation of the JWM, copy of OMIE additional web components, JVM settings and Intemnet
Explorer advanced options configuration.

filesfomiesetup_32 0.exe
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Once you run the installer, the following window will be shown (only Spanish version available):

% Instalador OMIE 1.7 = *

£ Instalador de componentes OMIE
L~ 4

Instalador de componentes necesarios para realizar la
conexidn segura con la web de OMIE,

Presione Siguiente para continuar,

Cancelar

Note: If the active user on the computer does not have administrative permissions, previously the
input credentials window of an administrator user appears.

By clicking “Next”, the selection window will display the features that will be installed.

2% Instalador OMIE 1.7 x

Seleccione qué caracteristicas de Instalador de OMIE desea
instalar, w

Margue los componentes que desee instalar y desmargue los componentes gue no desee
instalar. Presione Instalar para comenzar la instaladion.

Seleccione los componentes a
st Caonfiguracion de |as propiedades de Java

- | Activadion del contenido Java en el navegad
Conservar archivos temporales de internet e

] Activar los protocolos de sequridad TLS1.1y |,
- i ; . -
Descripddn

Espacio requerido: 56.0MB

< Atras Cancelar

Depending on the version of the Java Virtual Machine 32-bit installed on your computer, the
installation of the included version in the installer will be optional, the user can disable this
option. The remaining options correspond to elements of the virtual machine configuration and
Internet Explorer browser, which cannot be disabled. After clicking "Install", the changes will be
applied.
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If you have selected to install the virtual machine, first the installer will run from it.

Configuracién de Java - Bienvenido = * Configuracion de Java - Progreso i

Estado: Instalacion de Java

Bienvenido a Java y
——

Java da acceso a un fantastico mundo de contenido. Desde soluciones

empresariales a dtiles herramientas y ocio, Java le da mas vida a su | ||
experiencia en Internet, I Ion

Mata: En este proceso de instalacion no se registra ningin dato persanal.

Haga clic aqui para obtener mas informacion sobre los datos que Devices Run Java

recopilamos.
«
Haga clic en Instalar para aceptar el acuerdo de licencia e instalar ahora = lava' #1 Development Platform
Java.
[[] cambiar la Carpeta de Destino Cancelar | I nstalar= |
Configuracién de Java - Completar — *

v’ Java se ha instalado correctamente

Se le comunicara cuando haya alguna actualizacion de Java disponible.
Instale siempre las actualizaciones para aprovechar las mejoras de
rendimiento y seguridad.

Mas informacion sobre configuracién de actualizacion

Al hacer clic en Cerrar, se abrira el explorador web para que pueda
verificar el funcionamiento de Java.

Once this installation is completed, continue with the other features.

c Instalador OMIE 1.7 a Instalador OMIE 1.7 —

Instalacion Completada B =
i 5 [ 81 Completando el Asistente de
ainstalacién se ha completado correctamente. v m Instalacién de Instalador de OMIE
nstalacion nstalador de
Completado La instalacion se ha completado con exito.
. Ver detalles

< Alrds Cancelar < Alrds Cancelar

Note: In case of using additional administrator credentials, configuration changes will be applied to
both the original user and the administrator profile used to log into the operating system.
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4 CLIENT STATION MANUAL SETUP

In this section, additional information is available, which may be needed for the correct
configuration of the client position.

4.1 Java configuration

If the version is not valid, update by removing the installed version and access OMIE’s website.
From there, and as described in chapter 3, the correct JVM will automatically be installed by the
OMIE Installer (in order to carry out this installation, the user connected to the operating system
is required to have the necessary Administrator privileges).

The current version must be removed from the “Programs and features” option in the Windows
Control Panel, by selecting entry “J2SE Runtime Environment” or “Java” with the corresponding
version, and by clicking on Remove.

When accessing the Web an alert can be displayed showing that there is a new Java version
available, with the label “Your Java version is insecure”. In order not to display this message
again, check the box “Do not ask again until the next update is available”, and then click “Later”.

Java Update Meeded

I'._l_;l Your Java version is insecure.
)

e

= Update (recommended)
Get the recommended secure version of Java now from java.com.

2 Block

Block Java content from running in this browser session.

& s
Gtinue and you will be reminded to update again Iater.>

EDU not ask again until the next update is available.:
.

The “Update” option is not recommended since new published Java versions must be previously
certified for the system.

This message could be displayed again when a new JVM version is published.

In addition, due to the possibility of Oracle releasing a new version of JRE which has not yet
been certified for use in SIOM, you are recommended to disable the automatic update of the
JVM. This is configured by disabling the next box in the Java Control Panel:
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|é| lava Control Panel =f| E |@

! Generalﬁ Update | 1avs I Security | .ﬁ.dvaEgdi

Update Mokification

The Java Update mechanism ensures you have the mosk updated
wersion of the lava platform. The options below let vou contral baw
updates are obtained and applied.

Makify Me: BE.FDI’E dowrloading -

< [ Check Far Updates Autamatically > fivanced. .,

Click the "Update Mow" button below to check for updates. An icon
will appear in the system tray i an update is available. Move the
cursor over the icon to see the status of the update.

Updake Mow

oK H Cancel | Apply

Version 2.16

GuiaConfAccesoSistemasOMIE_Eng.docx

Pag. 9 de 27



4.2 Card reader installation (Only for smartcard certificates)

In order to access SIOM Websites, a X.509 personal security certificate it's needed, which
OMIE issues on a Gemplus smart card or file. In case of using a certificate issued in a
smartcard a smart card reader is needed.

The user can use any standard PC/SC compatible reader, in which Gemplus software must be
installed. The 'Gemplus software installation guide’, which is provided as a separate
document, outlines the steps to be followed. The card reader must be previously installed and
you must be able to use the security card with Internet Explorer in order to be able to follow the
steps listed below for setting up the station.

If you wish to install a GemPCTwin card reader, the specific drivers for this card reader will need
to be installed once the Gemplus software has been installed.

4.3 User certificate registration

4.3.1 Smartcard certificates

When using a new security card for the first time at a user station, keep in mind that you will
need to register with Windows the certificate stored in the card so that it can be used from
the browser (it is a requirement of Internet Explorer).

Use the Card reader software to register a certificate, as follows:

Insert the card in the reader and start the GemSAFE Toolbox program from Windows:

GemSafe gemalto” ©

9

Contenido tarjeta
o
Cerificatdos

So

I Propiedades tarjeta

Adminiztracion tarjsta

Diagndsticoldyuda

Click on Card contents =2 Certificates (Contenido tarjeta = Certificados) and enter the card PIN
in the NIP Code section. Click on the Start session button to start the session:
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GemSafe gemalto” ©

| Cerificatdos Bl o
Contenido tareta 4

Propiedades tarjgta

Mostrar detalles, . Eliminar Ptedaterminada

Administracidn tarjsta Ellinar toros Reqsitrar tidos

Diagndsticoldyuda

& 9 Cadigo NIF: ||“""" | Inicio de sesian
Certificatdos
=] @ Dell Dell Smart Card Reader Keyboard O
= & § DSIPREL2's OMEL 1D
- %g Clave publica RSA 1024 bits

To register the certificate, select the card icon and click on Register all (Registrar todos):

GemSafe gemalto” ©
- @

QoI

| Cenificatdos -
_Contenido tarjeta _/'
& ;' Cadigo NIF: || | Cierre de sesion
Certificatdos
= G
= = gy DSIPREL2's OMEL ID
- %g Clave publica RSA 1024 bits
Propiedades tareta S Clave privada R34 1024 bits

Mostrar detalles, . Eliminar Predsterminada

Administiacin tarieta Importar. .. ] [ Eliminar todos ] [Ragsitrartndns]

Diagndsticoldyuda

The following screen will display after a few seconds indicating that the certificate has been
registered.

Click Accept (Aceptar) to finish the process of registration of the certificate.
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4.3.2 Software certificates

File support certificates a.k.a. software certificates, are issued on “.p12” file (PKCS #12
standard). For registering issued software certificates, follow the next steps.

Download “.p12” file in an accessible location from the station where software certificate is going
to be registered. Select the file with double click (this process can be started from the web
browser too in “Tools / Internet options / Content / Certificates / Import”)

Follow the given steps showing in the screen using the default options until this window is
shown:

Cartificate Import Wizard @

Password

Tao maintain security, the private key was protected with a passward,

Type the password for the private key.

Password:

[¥]Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

[ Mark this key as exportable. This will allow you ta back up or transpart your
kevs at a later time,

[#]Include all extended properties,

Learn mare about prokecting private kevs

< Back ” Mext = ]| Cancel

Type OMIE’s issued private key password and check “Enable strong private key protection” box.
Follow with default options until this window is shown:

Importing a new private exchange key @

An application iz creating a Protected item.

Croyptod Pl Private Key

Security lzvel set to Medium | St Security Level. |

[ )4 H Cancel H Dietails... |
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Click on “Set security level...”

Choose @ Secur‘ity Lewvel

Chooze a gecurity level appropriate for this ibem,

i@ High
Request my permizsion with a pasaword when thiz
itern iz to be used.

1 Mediurn
Request my permiszion when thiz item iz to be used.

¢ Back I Mest = ]l Cancel I

In this window, “Medium” or “High” level can be selected for setting up system behaviour when
using certificate to SIOM access or information sent signing. Selecting “Medium” browser only
will show a confirmation window when private key access is needed. Selecting “High”, browser
will request the password for the private key access.

It's recommended to select “High” level and choose a password as a PIN for system access and
data sent signing. Doing this, this window will appear after clicking “Next” for typing and confirm
the chosen password:

. Create a Passuord

Create a password to protect this item.

Create a new pazaword for this item,

Paszward for: CryptadPl Private Key
Pasgword; TIT
Carnfirm; e

< Back |l Finigh J | Cancel

Alter clicking on “Finish” and “OK?”, this window will mean the end of the process:

Certificate Import izard

I:ol The import was successful,
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4.4 Signature applet setup

The ‘Signature applet’ is the Java component used to send digitally signed information to OMIE.
Its graphical view when any signed transmission is made is as follows:

- — B
| £ Signature certificates — ﬁ
DSIPRB

PIN

Accept

This applet shows the certificate to use for digital signing data sending, that it's the same
certificate used for system connection. It also shows a field to type the certificate’s PIN in case a
smartcard is being used. If a software certificate is being used this field will be disabled and it
will be the web browser itself who will ask for the confirmation of using that certificate, with or
without password according to the security level chosen in the first installation.

)

|£| S;':rgnature certificates
[DSISOFT2's OMEL PRI Damain 1D

PIN

Accept

This ‘Applet’ has a setup file located in ‘C:\OMEL\ConfAppletFirma.xml'. The default ‘Applet’
establishes an initial configuration in the event that the said file does not exist, creating it for
subsequent modification of the user. On the first installation of the station, this file will not be
created until the website main page is accessed
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The content of the said file is as follows:

<?xml version='1l.0'"?>
<l--
NOTA : Cualquier cambio en este fichero se tendrd en cuenta a
partir del préximo reinicio del navegador.
-—>
<ConfAppletFirma>
<Seguridad>
<PINTimeout>0</PINTimeout>
</Seguridad>
<Log>

<DirEnviosFirmados>c:\omel\EnviosFirmados</DirEnviosFirmados>
</Log>
</ConfAppletFirma>

Two configurable parameters are established in this file:

e PINTimeout: PIN time-out. This time expressed in minutes establishes the maximum
time that the Applet waits between the signed transmission in order to once again
request the user PIN. If the maximum time defined has not passed between the signed
transmission, the user will not be asked for the PIN again. The ‘0’ value indicates that
the user will always be asked for the PIN. This parameter has a maximum value
established in 30 minutes. If set at a greater value, a default time of 30 minutes will be
used.

o DirEnviosFirmados: Destination directory of the signed transmissions. A structure of
subdirectories with all the signed transmissions made by the user with the ‘Applet’, will
be created in this directory, organised by types of transmissions (“BidsMD”,
“ExecutionsCB”, “BidsAuctions”, “Claims Auctions”, etc.). In the event that a non-
existent directory is specified, the Applet will automatically create it. If the said directory
cannot be created, the destination directory will be the one by default defined by the
Applet, which is ‘c:\omel\EnviosFirmados’.

Any change in this file will not take effect until the browser is restarted.
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5 FREQUENT PROBLEMS

5.1 Error messages appear during installation of applets
When any of the following situations arise:

e The user who makes the first installation does not have administrator privileges,

e The Administrator did not give component update privileges to Advanced Users, and an
Advanced User enters the system when OMIE has included an update of applet
versions,

e A Normal User logs onto the system when OMIE has included an update of applet
versions,

The browser main page will automatically close and the following message will display:

A

User is required to be Administrator, or to have special permissions assigned
in order to complete the installation.
For further details, please read the configuration manual for the agent
waorkstation.

To avoid this, access to the system must be made with a user with administrator privileges, or
as an Advanced User if the Administrator has given privileges to Advanced Users to make
subsequent updates.
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5.2 The card PIN request takes a long time, or the browser stalls

This problem may be due to the fact that there are other Internet Explorer sessions open. To
solve the problem, close all browser sessions, and repeat the entry to the system.

If the problem persists, check to see if there are processes active in the system Task Manager,
under the name IEXPLORE.EXE, as shown in the image. In such an event, these processes
must be manually closed from the Task Manager (by clicking on “End Process”), before trying to
access to the system again.

1% Windows Task Manager E"E

File Options  View Help

___P._|_3_|_3_Iicati0ns | Processes E__Services _?_Performance“; Networldn_g_E_Users__i

"
Image Mame User Mame CPU Memory (Private Working Set) Descrip *
BembDeviceAndTas.,,  Administrator oo 10,976 K Dell 5
cchpp.exe *32 Adrinistrator oo 464 K Symanl
CemExec.exe *32 SYSTEM Juli} 11,236 K CCME:
coSwoHst exe *#32 SYSTEM oo 1,488 K  Symanl 7
concentr. exe *32 Adrinistrator oo 1,412 K  Citrix o
conhost.exe Adrinistrator uli] TFe K Consol
CShss. exe SYSTEM on 1,164k Client &
CSr55.8XE SYSTEM oo 316K Client =
C5rss,exe SYSTEM oo 1,564 K Client ¢
dwm.exe Adrinistrator oo 1,104 Kk Deskto
explorer. exe Adrinistrator oo 49,612 K Window
GslshrmSrc.exe #32 SYSTEM oo 1,620 K  Classic
fieploreexe *3z2 Adrministrator 0o 36,7400K  Intern:
iexplore.exe *32 Administrator oo 6,820 K Interme
java.exe *¥32 Adrinistrator 05 33,876k Jdavall
ipelauncher.exe *32  Administrator oo 16K JavalT
LogonUI.exe SYSTEM oo 8,256 K Windoy
lsass. exe SYSTEM oo 5,128 K Locals
[ER= SYSTEM oo 1,592 K LocalS
mspaint., exe Adrinistrator on 16,524 K Paint
notepad. exe Administrator oo 1,176 K MNoteps
OSPPSYC EXE METWORE SERVICE ux] 2,404 Kk Microsc A
DF WM Cres c.'.".n.’.'c?.o !’.\.'T!r.!'.‘i!f‘i.f"!.?".'.'!'.’. nn 1 7Fa ¥ uharl
4 BF ¥
[¥] show processes from all users EnE et
Processes: 73 CPU Usage: 4% Physical Memone: 55%
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5.3 “Security alert” appears on logging onto the system

As explained in section 2.7, this window opens when the OMIE CA Signing Entity certificate has
not been registered in the browser.

[ Certiticats Eron Naigabion Brocked - Windaws Intermet Explorar ENEng Siates] 7 . = | & i
D) = (B hswmwsniebasomi.s 42| % I 2 aing I
o Favortes | [ Certificats Error: Navigation Blocked Xpovr B v mmov Pagev Safety~ Toolsw @

The security certificate presented By this website was nat issued by 3 trusted certificat

We recommend that you close this webpage and do not continue to this website.
& Click here to cose this webpage

¥ Continue to this website (not recommended)

This can occur, even if the said certificate has already been registered, if you are using an
operating system user that has not previously accessed the SIOM website or due to the update
of the root CA in SIOM.

To solve this problem, follow the steps outlined in the present document, from section 4.6,
onwards, and review the browser set up options for the user, as described in section 4.2.

5.4 The server does not allow access to the system

If error messages such as “The page cannot be displayed’ or “Access Forbidden” appear, they
may be due to the fact that you are using a browser that does not support 128-bit encryption.

To check the encryption level supported by the browser that you are using, follow the steps
outlined in section 4.2.

Currently, the browser versions that can be downloaded from Microsoft have the necessary
level of encryption. The problem may be due to the fact that an old version is being used, or one
obtained when versions containing strong encryption and those that did not were differentiated
for international legal reasons. Consequently, the problem is solved by installing an updated
version of the browser.
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5.5 Use of Namespaces in XML documents (only for Electricity Market website)

When XML documents which do not include the correct specification of the namespace are
sent, either through the browser or through Web Services, an error message displays. In the
case of transmission through the browser, a window with the following message displays:

A document parsing error has occurred:
The XML file does not have the correct namespace 'http://www.omel.es/Schemas'

For a XML document sent to OMIE to have the correct namespace, its header must include the
contents as shown in the following example:

<MensajeOfertasMD xmlns="http://www.omel.es/Schemas">
<ldMensaje v="OfertasMD-2004-10-05"/>
<FechaMensaje v="2004-10-04T09:19:43-00:00"/>
<IdRemitente v="AGENT"/>

</Mensaje0fertasMD>

The error produced in the event of using a Web Service interface, taking as an example the
forwarding of bids to the Daily Market, would be the following, which indicates that the server
would be unable to find the element 'MensajeOfertasMD' associated with the corresponding
Namespace, within the document sent:

AxisFault
faultCode:
{http://xml.apache.org/axis/}Server.userException
faultString:
org.xml.sax.SAXParseException:
Declaration not found for element 'MensajeOfertasMD'.

The namespace is used to avoid nomenclature conflicts between XML documents which could
have the same labels with different purposes. With an aim to avoid possible future conflicts,
strict appliance of standards and the specification of the namespace shall be mandatory.

Below are two examples of documents with nomenclature conflict:

Document with stock Exchange information: Document with product information:
value> <ale>
<ticker>TLR3</ticker> <n§me>Amerlpan coffee table</name>
<last>18.23</last> <width>80</width>
<ivalue> <length>120</length>
</table> </table>

If these two types of document are aggregated in one document, there will be a conflict of
elements as both documents contain the element <table>.

The use of Namespaces solves this type of problem by assigning a name space to a group of
labels. Namespaces are usually defined in the XML document root, thus assigning this
namespace to all the elements including children. Below are the two former XML documents
which have been corrected to incorporate their Namespace:

Document with stock Exchange information: Document with product information:

<table xmins="http://www.mibolsa.com/tabla"> <table xmIns="http://www.muebles.es/Catalogo">

<value> :
<ticker>TLR3</ticker> :&?{;‘gﬁ: Q)rzfv'cifﬁtl“ﬁee table</name>
</:;a|3:>1 8.23</last> <length>120</length>
</table> </table>

Due to the foregoing, all XML documents sent to OMIE and received from OMIE shall have the
correct namespace to avoid possible conflicts.
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5.6 Blocking pop-up windows

The process for installing components of SIOM websites uses pop-up Windows to execute
some of the steps (see section 4.2). In the event that popup windows are blocked in the
browser, the said installation will not run correctly, and prevent operation in the web.

To configure block popup windows, do as follows
Tools 2 Internet Options = Privacy = Turn on Pop-up Blocker

Internet Options 7

General | Secutity | Privacy | Content | Connections | Programs | Advanced |
Setkings

. Select a setting Far the Inkerret zone,

Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blacks third-party cookies that sawve information that can
— be used to contact you without your explicit consent;

- Restricts first-party cookies that save information that

can be used to contact wou without wour implicit consent

| Sites | | Impoark: | | Advanced | Default

Pop-up Blocker

5] :;T:\;ZT?nrg?St pop-up windows from | Settings
[¥] Turn on Pap-up Blocker
InPrivate
4 ;,_‘ [ Do not collect data For use by InPrivate Filkering

1 Disable toolbars and extensions when InPrivate Browsing
- starts

(a8 | | Cancel Apply

PRl

If the “Pop-up Blocker” option is enabled, you won’t be able to access SIOM correctly. To solve
this problem, you must disable this option, or specify that OMIE’s Web servers can open pop-up
windows. To do so, click on “Settings”, and the “Address of website to allow” text box and type
“* omie.es” and click on “Add”. In order to access the emergency environment without problems,
the same configuration should also be made for “*.emergenciaomie.es”. In addition, you must

specify as “Filter level’ the option “Low: Allow pop-ups from secure sites” (see screen shot
below).
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Pop-up Blocker Settings

Exceptions

Pop-ups are cunently blocked. You can allow pop-ups from specific

!v’_’ 11 websites by adding the site to the list below.

Address of website to allow:
I 200

Allowed sites:
~.emergencisomie.es
“.omie es

Remove all...

Notifications and blocking level:

V| Play a sound when a pop-up is blocked.

(V] Show Information Bar when a pop-up is blocked.

Blocking level

Medium: Block most automalic pop-ups -

Lean mare about Pop-up Blocker |' Close

You will then have no problem in accessing all OMIE web servers.

In the event that the pop-up windows are blocked, and the OMIE windows have not been
allowed, the following warning line may display in the browser, and the following options will
display:

8 Pop-up blocked, To see this pop Temporarily Allow Pop-ups

Alwrays Sllow Pop-ups from This Site,..
Settings »

Information Bar Help

If you choose the “Always allow pop-ups from this site” option, the following confirmation
window will display (example for the website “http://www.pruebas.omie.es”):

‘Allow pop-ups from this site? X

= 3| Would you like to allow pop-ups from *. pruebas.omie. es"?
vl

Lye J[ N |

If you click on “Yes”, the Block up windows will be disabled for this server, and you can make
another attempt to access the website.

However, the first procedure described in this section is recommended, as it allows access to all
OMIE servers with just one operation.

On the other hand, the blocking of pop-up windows can be enabled in other ways, such as for
example by installing tools which, among other functions, allow the blocking of the said
windows. This is the case of the MSN or Google bars (among others). In the event that one of
these tools is installed, you will need to configure it so that OMIE web pop-up windows
(“*.omie.es” and “*.emergenciaomie.es”), at least, are not blocked. To do so, check the
documents provided by the said tools.
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5.7 File download warning

If you try to download a file (for example, download the request or response from a signed
transactions enquiry), the following warning message may display:

:.y To help protect your security, Internet Explorer blocked this site from downloading files to your computer. Click here for options...

08-10-2012 © 18:25:27

Although you indicate that you wish to download the file, the browser displays the web’s main
page.

To solve this problem, you must make the following modification to the browser setup (as is
indicated in section 4.2):

Tools / Internet options / Security / Internet [or zone in which the OMIE web is located] / Custom
level / Downloads / Automatic prompting for file downloads / Enable.

In this way, when requesting a file to be downloaded, the warning message will not display, and
only the standard dialog box for opening it or saving it to disk will display.

5.8 Problems starting Download Center (only for the Electricity Market Website)

As the Download Center uses Java Web Start, running it properly requires establishing the
extension .jnlp for that program, following these instructions, so that the Download Center will
launch automatically.

Settings 2 Apps = Default apps = Choose default apps by file type

< Configuracion

2 Elegir aplicaciones predeterminadas por tipo de archivo

g Java(TM) Web Start Launcher

On the other hand, in some cases after starting “Download Center” the following exception may
occur:

Application Error

Unable to launch the application. o

This error is due to the incorrect configuration of JAVA, which prevents the application from
booting. To solve this problem, change the settings from the control panel.

The said setup is found in:
Control panel 2 Java - General - Temporary Internet Files 2 Settings
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|£:| Java Control Panel

About

=] = &

Generai_‘ Update | Java | Security I ndvancadi

Yigw version information about Java Contral Panel,

Mebwork Settings

Metwork settings are used when making Internet connections. By defadlt, Java
will use the network setkings in your web browser, Only advanced users should
modify these settings.

| Metwork Settings. ..

Tempatary Internet Files

Files you use in Java applications are stored in a special Folder for quick execyfon
later. Only advanced users should delete files or modify these settings.

Apply

ok Cancel |

Temporary Files Settings

[/] Keep femporary Fies on my computer,

Locapitn
Select the location where temporary files are kept:
administratorlappDatallocallowlSun! JavalDeploymenticache

Disk Space

Change. ..

Select the compression level for JAR files: Mone -

Set the amount of disk space for staring temporary Files:

B 1000}5 M8

[ Delete Files . J | Restore Defaults |

oK Cancel

From here, activate verification “Keep temporary files on my computer”.

5.9 Problems logging onto the Web with no Java installed

In some cases when logging on to the Web with no Java JRE installed, the following error

message displays:

This error is due to a security mechanism incorporated in Explorer to avoid execution of
malicious code (“Data Execution Prevention”). When installing JRE, just like in other browser
extensions, this problem can arise if the said extensions are not updated for compatibility with

explorer.exe - Application Error

Q

Click on K to terminate the program
Click on CAMCEL bo debug the program

The instruckion at "0x77FS7dE5" referenced memory &k "0x70aTeeza", The memary could not be "writken”,

Cancel J

this mechanism.

If you wish to carry out the installation from the Web, you can disable the verification as follows:

Tools 2 Internet Options = Advanced = Security
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Internet Options 2

Settings

[ allowe ackive content From CDs to run on My Computer®  »
[T Allove ackive content ta runin files on My Computer™

[ Allove software ko runor install even F the signature is inv.
| check For publisher's certificate revocation

| Check For server certificate revocation™

| Check For signatures on downloaded programs

Do not save encrypted pages to disk

Empty Temporary Internet Files Folder when browser is clc
| Enable DOM Storage

| Enable Ink d Wi
Enable men
Enable native “MLHTTP support
Enable SmartScreen Filter

| Use 551 2.0 >

4| 1 | 3

DEEEE

==

EE]

*Takes effect after wou restart Internet Explorer

Restore advanced settings l

Reset Internet Explorer settings

Resets Internet Explorer's setkings ko their default | o
conditian, ——

¥ou should only use this if vour browser is in an unusable state,

[ QF, ]| Cancel H apply

Disable the “Enable memory protection to help mitigate online attacks” check box, reboot the
browser and log on to the system again. You are recommended to reactivate this box after the
installation process.

Another alternative is to download Java from the website itself;

http://www.oracle.com/technetwork/java/javase/downloads/index.html

Download the “JRE” version compatible with the application.

Once it has been downloaded, install as outlined in point 3.1 and then log onto the web again.

5.10 Incorrect installation of OMIE Root CA Certificate

It can happen that, after installation of OMIE Root CA Certificate, the security alert and the
certificate error message are still displayed, and also the certificate error:

G- 8

[ Certificats Error: Navigation Blocked - Windows Internet Explorer

i Favontes | B Centificats Emor: Navigation Blocked

baromie.es/

Y g ov Pagew Sfetyv Taohv @

@|

em with this website's security certific

The secunity certficate presented by this website was notissued by a trusted certficate authority

€ problems may indicate an attempt to foel you or intercept any data you send to the

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage

@ OMEL - Windows Internet Explorer

P f =
9 ed® n hittpasS furnier. prueba s omiees/

EN Engleh (United 5t

i Centificate Eror | [ 5 [ <] |
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This problem can be due to the fact that the OMIE Root CA Certificate has not been installed in
the proper certificate store (if the browser default options are kept, the certificate can be
installed in the “Intermediate Certification Authorities” store, instead of the “Trusted Root
Certification Authorities” store).

In Addition, in this situation it is not possible to install it again in the proper store, because if you
follow the steps described on section 4.6, the button “Install certificate” does not appear. This is
due to the fact that such certificate is already installed in a store.

. Certificate

General !:i:)etails_i_. Certification Path

.,’;,-!F; Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Issued to:  OmieCA

Issued by: OmieCA

valid from 22/ 03/ 2016 to 22/ 03) 2036

-
7’
~

Learn mare about certificates

Therefore, the solution is to uninstall the certificate first. In order to do so, you should enter from
the browser into:

Tools 2 Internet Options = Content = Certificates = Intermediate Certification Authorities
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From that point, you should select the “OmieCA” certificate and click on “Remove”.

Certificates
Intended purpose: [<nll> YJ
Personal I_Other People | Intermediate Certification Authorities | Trusted Rook Certificatior 4 | *
Issued To Issued By Expiratio...  Friendly Mame -

bluscoat.omel.es 12/02f2016  <Mone= |
s M

ft Root Authority 3171202002 <Mones
' — 036 <Mone>

oot Agency 01/01/2040  <Mone> E

sry3-am 310302010 <Monex
ShY3-0Im 310352010 <Mone:
sryS-am 310302010 <Monex R |
SPY3-am 31/03j2010  <Monex
[Slwmew. verisign.com/... Class 3 Public Primary ... 25/10/2016  <None> r

g—

Import. .. Export... [| Remove | Advanced
—

Certificate intended purposes

<al=
Wiew |
Learn more about certificates

After confirmation, the certificate should have been uninstalled. Then, you should follow the
steps described on section 4.6 in order to properly install the OMIE Root CA Certificate.

5.11 Two Windows of the Download Center are opened (only for the Electricity
Market website)

Sometimes, when you launch the Download Center from the Electricity Market website, it is
started twice (two windows are opened, so the certificate is also requested twice).

This problem has been detected Internet Explorer 9 with the “SmartScreen Filter” turned on. In
order to solve this problem it is required to turn off this filter. The “SmartScreen Filter” can be
found at:

Tools = SmartScreen Filter

r T b |

Microsoft SmartScreen Filter . % -

Help make your browser more secure:

Set up SmartScreen Fiter

SmartScreen Filter is designed to warn you if the website you are visiting is
impersonating another website or contains threats to your computer,
What is SmartSceen Filter?

) Turn on SmartScreen Filter (recommended)

Some website addresses will be sent to Microsoft to be checked. Information
received will not be used to personally identify you.

& @ Turn off SmartScreen Filter

Website addresses will not be sent to Microsoft unless you choose to cheds
them.

o]

Read the Internet Explorer Privacy Statement online,
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5.12 A message on unsupported browser version is shown (only for the
Electricity Market website)

When using Internet Explorer 8, you can get the following message:

Warning

Web browser in use (Microsoft Internet Explorer 4.0
(compatible; MSIE 7.0; Windows NT 6.1; WOWVG4;
Trident/4 0; SLCC2; MET CLR 2.0.40727; NET CLR
3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0;
InfoPath.3)) is not currently supported in SIOM.

Cancel

The reason is that the browser is running on “Compatibility View”.

In order to solve this problem, please follow the instructions on Compatibility View settings
described on section 4.2.

5.13 Error when submitting bids on file.

When submitting bids on file, the following message could be displayed, preventing from
submitting the file:

= Daily markef

File selection

Enter name of bid file:

C:M-oferta.xml Examinar._

4 Enviar @

Menssje de pagina web (S|

l. File not found.

In order to fix it, follow section 4.2 on paragraph “Minimum options review”.

Tools / Internet Options / Security / Internet [or the zone the Web Site is included] / Custom level /
Miscellaneous / Include local directory path when uploading files to a server/ Enable.
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